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I ► Introduction 



Thank you for your interest in evaluating HP OpenView Storage Mirroring . The purpose of this evaulation is to allow you 
to become familiar with the Storage Mirroring core replication and failover technology first hand. Storage Mirroring is a 
real-time data replication and failover software product. Storage Mirroring augments your existing data protection strategy 
by reducing downtime and data loss, and it provides these services with minimal impact on existing network and 
communication resources. 

Storage Mirroring is a real-time data replication and failover software product. Storage Mirroring augments your existing data 
protection strategy by reducing downtime and data loss, and it provides these services with minimal impact on existing 
network and communication resources. 

Storage Mirroring allows you to specify mission-critical data that must be protected and replicates, in real-time, that data from 
a production machine, known as the source, to a backup machine, known as the target. The target machine, on a local 
network or at a remote site, stores the copy of the critical data from the source. Storage Mirroring monitors any changes to 
the critical data and sends the changes to the target machine. By replicating only the file changes rather than copying an entire 
file, Storage Mirroring allows you to more efficiently use resources. 

Storage Mirroring lets you implement various data protection solutions including: 

♦ Local high availability services 

♦ Offsite disaster recovery services 

♦ Enhanced centralized backup using third-party backup systems 



Production (Source) 
Servers 




Optional Centralized 
I Tape Backup 

•/ 



Sample Configuration 



Evaluation guide overview 

In this guide, you will find five sections: 

1 . Introduction — A brief overview of Storage Mirroring 

2. Resources — Resources available during your evaluation 

3. Installation — System requirements and step-by-step instructions for installing Storage Mirroring 

4. Operation — Step-by-step instructions for basic Storage Mirroring operations 

5. Conclusion — Final words on your Storage Mirroring evaluation 
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Storage Mirroring Operations 

Storage Mirroring performs four basic types of operations: 

♦ Mirroring — The initial copy or subsequent resynchronization of selected data 

♦ Replication — The on-going capture of byte-level file changes 

♦ Failure monitoring and failover — The ability to monitor and stand-in for a machine, in the event of a failure 

♦ Restoration — A mirror of selected data from the target back to the source 

Each operation is briefly described in the following sections. For complete details, see the corresponding chapter. 

Mirroring 

Mirroring is the process of transmitting user-specified data from the source to the target so that an identical copy of data 
exists on the target. When Storage Mirroring initially performs mirroring, it copies all of the selected data including file 
attributes and permissions. Mirroring creates a foundation upon which Storage Mirroring can efficiently update the target 
machine by replicating only file changes. 

If subsequent mirroring operations are necessary, Storage Mirroring can mirror specific files or blocks of changed data within 
files. By mirroring only files that have changed, network administrators can expedite the mirroring of data on the source and 
target machines. 



Source 



1 



Identical files are not mirrored - 



7/16/(4 



Different files can 
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be mirrored 
New files are mirrored 
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All files can be mirrored 



Checksums can calculate which blocks . 

need to be mirrored 



T1 Target 



Flexible mirroring options allow you to choose 
which files are mirrored from the source to the target. 



Mirroring has a defined end point - when all of the selected files from the source have been transmitted to the target. When 
a mirror is complete, the target contains a copy of the source files at that point in time. 



I - 2 



Replication 

Replication is the real-time transmission of file changes. Unlike other related technologies, which are based on a disk driver 
or a specific application, the Storage Mirroring replication process operates at the file system level and is able to track file 
changes independently from the file's related application. In terms of network resources and time, replicating changes is a more 
efficient method of maintaining a real-time copy of data than copying an entire file that has changed. 

After a source and target have been connected through Storage Mirroring, file system changes from the user-defined 
mission-critical data are tracked. Storage Mirroring immediately transmits these file changes to the target machine. This 
real-time replication keeps the data on the target machine up-to-date with the source machine and provides high availability 
and disaster recovery with minimal data loss. 




Unlike mirroring which is complete when all of the files have been transmitted to the target, replication captures the changes 
as they are written to the source and sends them to the target continuously. Replication keeps the target up-to-date and 
synchronized with the source. 
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Failure monitoring/failover 

Failover is a process in which a target machine stands in for a failed source machine. As a result, user and application requests 
that are directed to the failed source machine are routed to the target machine. 

Storage Mirroring monitors the status of machines by tracking network requests and responses exchanged between source 
and target machines. When a monitored machine misses a user-defined number of requests, Storage Mirroring assumes that 
the machine has failed. Storage Mirroring then prompts the network administrator to initiate failover, or, if configured, it 
occurs automatically. 

The failover target assumes the network identity of the failed source. When the target assumes the identity of the source, 
user and application requests destined for the source machine or its IP address(es) are routed to the target. After failover, 
user and application requests directed to the source machine are routed to the target machine. 

When partnered with the Storage Mirroring data replication capabilities, failover routes user and application requests with 
minimal disruption and little or no data loss. In some cases, failover may be used without data replication to ensure high 
availability on a machine that only provides processing services, such as a web server. 



Before 

Failover 

Occurs 



Source Name: Marketing 
IP Address: 125.7.82.43 




Target Name: Backup 
IP Address: 125.7.82.67 



User and application requests sent to 
the source by locating the IP address 



After 

Failover 

Occurs 




Target Name: Backup 

and Marketing 
IP Address: 125.7.82.67 
and 125.7.82.43 



User and application requests sent to 
the source by locating the IP address 
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Restoration 



Restoration provides an easy method for copying replicated data from the target back to its original location on the source. 
The process only requires you to select the source, target, and the appropriate replication set. There is no need to select files 
or to remember where the data came from on the source since that information is maintained by Storage Mirroring. 

Restoration can be used if the source data is lost due to a disk crash or when the most up-to-date data exists on the target 
due to failover. At the time of a source machine failure, your Storage Mirroring target will contain the same data as your 
Storage Mirroring source. If you are using the Storage Mirroring failover capabilities, users can continue updating data on the 
target machine while the problems on the source are resolved. Because of the continued updates on the target, when the 
source machine is ready to come back online, the two machines will no longer contain the same data. Restoration is the 
process of copying the up-to-date data from the target back to the original source or new source location when bringing the 
source back online. 



Identical files are not restored 
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Files that are newer 



2/11. . , 

9:33a n on the target are restored 
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All files can be overwritten 
during the restoration 



Checksums can calculate which 
^ blocks need to be restored 



Target 



Flexible restoration options allow you to choose 
which files are restored from the target to the source. 



Like mirroring, restoration has a defined end point - when all of the selected files from the target have been transmitted back 
to the source. When a restoration is complete, the source and target are again synchronized. 
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2 ► Resources 



During the evaulation you have access to the same reference and online resources as licensed Storage Mirroring users. 

♦ Getting Started guide — This reference manual is a quick reference guide for the installation and basic steps to get you 
going quickly with Storage Mirroring. It is available in Adobe® Acrobat® PDF format in the directory where you installed 
Storage Mirroring. The file is called instlwin.pdf. 

♦ User's Guide — This reference manual is the complete reference guide with detailed steps for using Storage Mirroring. It 
is also available in Adobe Acrobat PDF format in the directory where you installed Storage Mirroring. The file is called 

dtuser . pdf . 

♦ Online help — The Management Console and Failover Control Center online help requires at least a version 4.0 browser 
(version 4.5 is recommended). The online help can be accessed by pressing the F I key, clicking the Help button on screens 
where it is available, or by selecting Help, Help Topics. 



NOTE: Online Help is also available for the Text Client, but for the purpose of this evaluation, only the 
Management Console and Failover Control Center will be used. 



If you need assistance during your evaulation, you can contact HP Customer Support. All basic configurations outlined in the 
Storage Mirroring User's Guide will be supported through Customer Support. 
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3 ► Storage Mirroring Setup 



Your Storage Mirroring setup consists of two tasks: determining that your source and target meet the system requirements 
of this evaulation and performing the Storage Mirroring installation. 



System requirements 

Storage Mirroring is an exceptionally flexible product that can be used in a wide variety of network configurations. In a 
production environment, the multiple configurations can be used independently or in varying combinations. For the purpose 
of this evaluation, you should complete the evaluation procedures using two servers in a one-to-one, active/standby 
configuration. This scenario dedicates one target machine, having no production activity, to support one source machine. The 
source is the only machine actively replicating. This configuration is appropriate for disaster recovery, failover, and critical data 
backup. 

To implement a one-on-one configuration, make sure that you have two servers that each meet the following system 
requirements: 



♦ Operating System and Licensing — There are different Storage Mirroring licenses depending on the operating system you 
are using. Be sure you have the correct license for your operating system. 



License 


Valid Operating System 


WNE 

WNE Replication a 


♦ Windows® Storage Server 2003 (Server or Advanced Server Edition) with SAK 3.0 

♦ Windows 2000 Powered OS (Server or Advanced Server Edition) with SAK 2.0 or 2.5 


Server Edition 


♦ Windows Server 2003 Standard Edition 

♦ Windows Server 2003 Web Edition 

♦ Windows 2000 Server 

♦ Windows NT 4.0 Server 

♦ Windows NT 4.0 Terminal Server 

♦ Any valid operating system which can be used with a Storage Mirroring WNE license 


Advanced Edition 


♦ Windows Server 2003 Enterprise Edition 

♦ Windows 2000 Advanced Server 

♦ Windows NT 4.0 Enterprise Edition 

♦ Any valid operating system which can be used with a Storage Mirroring Server Edition 
license 


Datacenter Edition 


♦ Windows Server 2003 Datacenter Edition 

♦ Windows 2000 Datacenter Server 

♦ Any valid operating system which can be used with a Storage Mirroring Advanced 
Edition license 



a.There are two WNE (Workgroup NAS Edition) licenses which run on the same operating systems. The WNE 
license contains full functionality while the WNE Replication license is limited to replication only. There is no 
failover functionality available with the WNE Replication license. 



NOTE: Any version of Windows NT 4.0 must have Service Pack 4 or higher. 

♦ Storage Mirroring Version Interoperability — Only particular Storage Mirroring versions (not editions) can 
interoperate. If both of your source and target are running the same Storage Mirroring version (for example, both are 
running version 4.4) there are no limitations. 

♦ Network — TCP/IP LAN connection with one network adapter and one IP address 

NOTE: Storage Mirroring servers can have multiple NICs and/or IP addresses. This limitation is only applied to 
simplify the evaluation process. 
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♦ Name Resolution — Your target server and client machine must be configured to use the same primary WINS server 

NOTE: This limitation is also applied to simplify the evaluation process. 

♦ System Memory — 64 MB minimum 

♦ Disk Space 

Program Files 

Microsoft® Windows Installer Files 
Total 

NOTE: The program file can be installed to any volume while the Microsoft Windows Installer files are 
automatically installed to the operating system boot volume. 

During the installation, you will be identifying how much disk space to use for Storage Mirroring queuing. 
This disk space is in addition to the total disk space above. 

If the server is a target storing replicated data, it needs sufficient disk space to store replicated data from 
all connected sources. Be sure to allow additional space for growth, if needed. 

♦ E-mail Notification — In order to enable Storage Mirroring e-mail notification, the server must have Internet Explorer 
5.0 or later. 

Additionally, for this evaluation, you will be using a third, client machine where you will be running the Storage Mirroring 
Management Console client and manipulating the server data. This machine can run either a Windows server operating system 
(Windows 2000 or Windows NT 4.0) or a workstation operating system (Windows ME or 98). 



NOTE: To install Storage Mirroring you will need an activation code, which is included in your product packaging. 
If you downloaded the product from the web or do not have product packaging, you must call HP 
Customer Support. 



Installing Storage Mirroring 

Use these instructions to install Storage Mirroring on a machine for the first time. Complete installation details are available 
in the Storage Mirroring Getting Started guide. 

1 . Start the installation using one of the following two methods, depending on the source of your software: 

♦ Storage Mirroring CD — Insert the Storage Mirroring CD and the installation program starts automatically. 

♦ Web download — Run setup . exe from the location where you downloaded the Storage Mirroring files. 

2. Click through the Welcome screen and then review and accept the Storage Mirroring license agreement to continue 
with the installation program. 

3. Select the Client and Server Components installation option. 

4. Select the Complete Storage Mirroring installation. 

5. Enter your User Name, Organization, and Activation Code. The code is a 1 6-character, alpha-numeric activation code 
which applies the appropriate Storage Mirroring license to your installation. 

NOTE: If you do not have an activation code, you must call HP Customer Support. 

6. Select the remaining default selections and click Install to complete the installation. 

7. After the installation, you must reboot the system prior to starting Storage Mirroring. 

After the installation is complete, repeat these instructions on the second server. After both servers are complete, install 
Storage Mirroring on the client machine. On the client machine, install the Client Components Only in step 3 which skips the 
remaining choices. 



48 MB 
20 MB 

68 MB 
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4 ► Storage Mirroring Evaluation 



Storage Mirroring configuration consists of creating a replication set, which defines the data on the source machine that is to 
be protected, and then connecting that replication set to a target machine. These two steps, creation and connection of the 
replication set, are the backbone of the Storage Mirroring processes. From there you can also use Storage Mirroring's failover, 
failback, and restoration processes for a high availability solution. 

The evaluation consists of the following tasks: 

1 . Creating initial test data 

2. Creating and connecting a replication set 

3. Monitoring the activity and completion of the initial mirror 

4. Changing the test data to cause replication 

5. Verifying the changes on the target server 

6. Configuring failover 

7. Monitoring failover 

8. Initiating a failure 

9. Performing failback 

1 0. Restoring data 

NOTE: The last five sections of this evaluation cover failover, failback, and restore. These processes are used for high 
availability configurations. These sections are optional, although you are encouraged to step through the 
procedures. 



Creating initial test data 

1 . Create a directory called testdata at the root of a volume on your source server. 

2. Share the new directory by creating a share called testshare. 
net share testshare=d: \testdata 

3. From your client machine, map s : to testshare. 
net use s: \\source\testshare 

Microsoft Windows Advanced Server 2000 
(C) Copyright 1985-2000 Microsoft Corp. 

D:\>md testdata 

D:\>net share testshare=d: \testdata 
testshare was shared successfully. 

D:\>net use s: \\saturn\testshare 
The command completed successfully. 



4. Copy a significant amount (approximately 1 GB) of user data to your s : drive. This will be your test data that you will be 
replicating to your target. 

NOTE: Make sure that your test data contains files that you can quickly view and edit, like a Microsoft Word or 
Notepad document. 
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Creating and connecting a replication set 

The first time you start the Storage Mirroring Management Console (Start, Programs, Storage Mirroring, Management 
Console), the Welcome screen leads you to the Storage Mirroring Connection Wizard. The Connection Wizard will guide 
you through the essential steps necessary to establish a basic connection. In the Connection Wizard, you specify: 

♦ Source — The machine containing the data to protect. This is your production server. 

♦ Target — The machine to receive the data from the source. This is your backup server. 

♦ Replication Set — The data to be protected. 

♦ Target Location — The location on the target machine to store the data. 

♦ Advanced Options — The Connection Wizard allows you to open the Connection Manager to set advanced options. 

I . From your client machine, start the Management Console and select Make your first connection on the Welcome 
screen. 



NOTE: If you have cancelled out of the Welcome screen, select Tools, Connection Wizard. (In order for the 

Connection Wizard menu option to be available, you must have a source or target highlighted in the left 
pane of the Management Console. You do not need to be logged on to the machine. If the Storage 
Mirroring Servers root is highlighted, the Connection Wizard option will not be available. ) 

You can also drag and drop a source machine on to a target machine on the left pane of the Management 
Console to start the Connection Wizard. 

At any time while using the Connection Wizard, select Back to return to previous screens and review 
your selections. 



2. The Connection Wizard opens to the Welcome screen. Review this screen and click Next to continue. 

3. Select your source machine from the drop down list. This is the machine where the files reside that you wish to protect. 
Click Next to continue. 




NOTE: Storage Mirroring will automatically attempt to log on to the selected source using the identification of the 
user logged on to the local machine. If the logon is not successful, the Logon dialog box will appear 
prompting for your security identification. 

The account specified must be a member of the machine's Double-Take Admin group. By default, 
members of the machine's local Administrators group are default members. 
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4. 



Select your target machine from the drop down list. This is your backup machine that will receive the data from the 
source. Click Next to continue. 




NOTE: Storage Mirroring will automatically attempt to log on to the selected target using the identification of the 
user logged on to the local machine. If the logon is not successful, the Logon dialog box will appear 
prompting for your security identification. 

The account specified must be a member of the machine's Double-Take Admin group. By default, 
members of the machine's local Administrators group are default members. 



5. Specify the name of the replication set, Eval Rep Set, that you want to create. Click Next to continue. 



Connection Wizard - Replication Set Selection 



Select or create the replication set you wish to connect to 
the target. A replication set represents all of the files to be 
protected. 

f* Create a new replication set with this name: 
|EvalRepSet 

Note: File selection will be completed on the newt page. 

C Use this replication set: 
| None 




~3 



< Back 



Next > 



Cancel 



6. A tree display appears identifying the volumes and directories available on that source machine. Mark the \testdata 
directory that was created in the last section. This is the data that you will be protecting for this evaluation. Click Next 
to continue. 
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7. Select the option Send all data to the same path on the target. This option keeps the directory structure on the source 
and target identical. For example, d: \testdata is transmitted to d: \testdata. 




NOTE: This screen also allows you to Send all data to a single path on the target which sends the data to a default 
location which is defined as / s ource_name / rep_set_name / vo lurae. For example, if you are replicating 
from your c : drive on a source machine called Saturn and your replication set is called Eval Rep Set, then 
your files will be located at /saturn/eval rep set/D on the target. This configuration is ideal if you 
are replicating multiple source servers to a single target. 

You can also specify a custom location which allows you to specify exactly where you want the files located 
on the target. 

For the purpose of this evaluation you should select the one-to-one, same path option. 

8. Click Next to continue. 

9. Review your selections on the summary screen. 



Connection Wizard - Finished 




Review your selections and click the Finish button to protect your 
source machine. Select the Back button to change an option. 



Summary of Connection Information: 
SourceS erver: saturn 
TargetServer: mars 
Replication Set: Eval Rep Set 
Volume/Directory Mappinqs: 

'DjtasMala/ -> Mestdata/ 



Click "Advanced Options" to adjust Mirror. , , , ,-, L . 
Schedule, and Failover options. Advanced Optic 



< Back I Finish 



Cancel 



10. After your Connection Wizard settings are correct, continue the evaluation by viewing the Advanced Options. 



NOTE: You do not have to view the advanced options in order to establish a connection. You can click Finish and 
you will be prompted to save your replication set and when the Connection Wizard closes, the connection 
will be established, and miroring and replication will begin immediately. 
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1 1. Click Advanced Options on the Connection Wizard summary screen, if you haven't already done so. The Connection 
Wizard will close and the Connection Manager will open. Notice that there are six tabs in the Connection Manager 
allowing you to control various advanced aspects of Storage Mirroring. 

♦ Servers — The Servers tab controls the replication set and connection options that you established in the Connection 
Wizard. 

♦ Mirroring — The Mirroring tab controls how the mirror process will be performed. 

♦ Orphans — The Orphans tab configures whether orphan files, which are files that are present in the target location 
but not in the source replication set, will be deleted or moved. 

♦ Transmit — The Transmit tab allows you to specify transmission limiting critiera including bandwidth throttling, start 
and stop criteria, and a transmission window. 

♦ Verify — The Verify tab allows you to specify when a verification will be performed and how often. 

♦ Failover — The Failover tab allows you to configure failure monitoring. 

♦ Compression — The Compression tab allows you to set data compression levels for mirroring and replication. 



NOTE: These advanced options are explained in full detail in the Storage Mirroring User's Guide and are not 
recommended for this evaluation. 



12. You will have the opportunity to configure failover, later in this process, using the Failover Control Center and it is not 
necessary to make any changes to any of the advanced settings for this evaluation. Therefore, click Connect to establish 
the connection. 



Connection Manager 



Servers | Mirroring | Orphans | Transmit | Verify | Failover | Compression! 
I? 



Select Source Server, Replication Set, Target Server, and Route. Define the 
destination paths and connection options. 



Ml Source Server: 




(j) Replication Set: 




| saturn 


d 


|EvalRepSet 


d 


j^i Target Server: 




Route: 




| mars 


d 


|1 0.0.21.99 


d 



Mappings 



P All To One One To One 



Source Path 


I Target Path 


D:\testdatal 


D:\testdatal 




y Start Mirror on connection 


Ej^j |? Start Replication on connection 





[ Connect | 


Cancel 




Help 



NOTE: You will be prompted to save your newly created replication set. Click Yes to save it and establish your 
connection. 
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Now that you have created a replication set on the source and connected it to the target, mirroring is initiated. Highlight your 
source machine on the left pane of the Management Console and you will see your connection in the right pane. For detailed 
information on understanding the display of the Management Console, see the Storage Mirroring User's Guide. 



Management Console 



njxj 



File View Monitor Insert Tools Help 



in □ g y - 



saturn: Source & Target 



Replication 5et connection ID Tar get IP Target btatus Transmit Mode Mirror 5tati. 



B - ^ Management Console 

^ ^ mars 

El-O (C: - FAT32) 

(D: - NTFS) 
4- H| Eval Rep Set 



Ready 



* Eval Rep Set 1 



//10.0.. 



\ Source / Target / 
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Monitoring the activity and completion of the initial mirror 

View your connection in the Management Console by highlight the source machine on the left pane. The connection will 
appear on the right pane. Use the horizontal scroll bar at the bottom of the right pane to view the various status columns. 
Pay attention to the Mirror Status column which shows the status of the mirroring operation. During the mirroring process, 
you will see a percentage of the mirror that has been completed. When the Mirror Status indicates Idle, there is no mirroring 
activity, meaning your initial mirror has completed. See the Storage Mirroring User's Guide for information on the other 
possible states. 



View the status of your mirroring process 



■n 5 Management Console 




JJ File View Monitor Insert Tools Help \ 


j4|D.G3H|Bg<B!|!fe[ac%te!fc|T \ 


saturn: Source & Target 




- Management Console 

IHl mars 

jo (C: -FAT32) 
El O (D: - NTF5) 
3- 5| Eval Rep Set 


jet IP | Tarqet status Transmit Mode Mirror Status Replication status | Sent (Bytes) | 


.0.... Ok Started 35.9% Ready 110,044,682 



To view specific mirroring statistics that may be of interest, use the horizontal scroll bar at the bottom of the right pane of 
the Management Console window to view the various columns. 

♦ Sent (Bytes) — The total number of mirror and replication bytes that have been sent during this connection. 

♦ Sent Mirror (Bytes) — The total number of mirror bytes only that have been sent during this connection. 

♦ Skipped Mirror (Bytes) — The total number of bytes that have been skipped when performing a difference or 
checksum mirror. These bytes are skipped because the data is the same on the source and target machines. 

♦ Remaining Mirror (Bytes) — The total number of mirror bytes only that remain to be sent to the target. 
For complete details on all of the statistics, see the Storage Mirroring User's Guide. 

When your Mirror Status is Idle, your mirroring is complete. Take a look at your target machine and you will see that the 
\testdata directory exists and is populated with all of the files from your source machine \testdata directory. 

After your mirror is complete, you are ready to continue with the evaluation. 
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Changing the test data to cause replication 

In order to test replication, you need to change the data contained in your replication set. This includes modifying existing 
files, creating new files, deleting files, and changing permissions and attributes. However, before changing these files, you will 
need to do a little bit of preparation work for the verification section. 

1. From your client machine, browse through the directories of your s : drive. 

2. On your target, share the new directory that was created by the Storage Mirroring connection. Call the share 

testshare. 

net share testshare=d: \testdata 

3. From your client machine, map t : to testshare on your target, 
net use t: \\source\testshare 

4. Browse through your t : drive and verify that it is identical to the s : drive. 

5. Select four files from your s : drive and record the file information specified in the following table. 



File Name 


Attribute to Record 


File 1 


Date Time 






File 2 


Date Time 






File 3 


File size 






File 4 


File size 







6. On your s : drive, view the contents of one of your files from the table above. Make notes here of the file contents, if 
necessary. 



7. On your t : drive, type out the contents of the same file. It matches the file on your s : drive. 

8. If your Management Console is closed, open it. Tile your Manaagement Console so that you can see it while still having 
access to your desktop. 

9. On your s : drive, edit the file that you viewed in step 6. Save your changes. 

10. Modify the other three files from step 5 so that the date, time, and/or size is updated. 

1 1. Watch the Management Console statistics as the file changes cause replication to occur. 
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1 2. Just like mirroring, you can monitor the progress of replication through the Management Console. Highlight the source 
machine on the left pane and the connection information will appear on the right pane. Use the horizontal scroll bar at 
the bottom of the right pane to view the Replication Status column. While Storage Mirroring is actively replicating, the 
status will be Replicating. When there is no replication activity, the status is Ready. See the Storage Mirroring User's 
Guide for complete details on all of the replication states. 



View the status of your replication process 

\ 



■rf Management Console 




File View Monitor Insert Tools Help \ 


j4|Dc£B|Beiai|!&BC%tBft|T \ 


saturn: Source & Target 




- C^' Management Console 

r^ Hi mars 

(C: - FAT32) 
+ _J (D: - NTFS) 
E8-" 51 Eval Rep Set 


]et IP Target Status Transmit Mode Mirror status replication Status sent (Bytes) 


.0.... Ok Started Idle Replicating 272,684,197 






~\ Source / Tarqet / 







1 3. Use the horizontal scroll bars to display additional replication statistics. 

♦ Sent (Bytes) — The total number of mirror and replication bytes that have been sent during this connection 

♦ Queued Replication (Bytes) — The total number of replication bytes that remain in the source queue 

♦ Sent Replication (Bytes) — The total number of replication bytes that have been sent during this connection 

♦ Last File Touched — Identifies the last file that Storage Mirroring transmitted to the target 
For complete details on all of the statistics, see the Storage Mirroring User's Guide. 



NOTE: Many user applications typically save an entire file even though only a portion of the file may have changed. 

Therefore, the replication statistics will show the entire file being transmitte, not just the changed data. To 
confirm that replication only tranasmits the changed segments of files, you must use an application, such 
as a database application, or a command, such as the echo command, to save only the changed portions of 
a file. 



You may notice your Replication Status toggle between Replicating and Ready as it continues processing the file changes, 
when your Replication Status stays at Ready, Storage Mirroring is waiting for additional changes to transmit. After replication 
is complete, you are ready to continue with the evaluation. 
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Verifying the changes on the target server 

Now that you have modified some of the files, you want to be sure that the file modifications were applied correctly. For this 
evaluation, three different verification scenarios are presented to demonstrate Storage Mirroring functionality and so that you 
can be certain that the Storage Mirroring functionality is working as described. 



NOTE: Because of the way the Windows Cache Manager handles memory, machines that are doing minimal or light 
processing, as you are in this evaluation, may have file operations that remain in the cache until additional 
operations flush them out. This may make Storage Mirroring files on the target appear as if they are not 
synchronized. When the Windows Cache Manager releases the operations in the cache on the source, the files 
will be updated on the target. To make sure this does not impact your testing, flush the cache by copying a 
couple of files from one directory to another and then deleting them. 

Visual verification 

1. From your client machine, browse your s : and t : drives. Compare the directory structures and the total number of 
files. 

2. Look again at the four files from step 5 under Changing the test data to cause replication. Verify manually that the 
changes you made in steps 9 and 1 0 have been applied to the target copy. 

Third-party verification 

In this section, you will be using the Windows comp command to verify that the changes were applied correctly. 

1. Using the command below, you can compare the files on the source and target servers. 

comp s:\*.* t:\*.* 

2. Compare the results of the comp command (using the guildelines below) with the visual and Storage Mirroring 
verification methods. 



Comp Command Output 


Description 


Files compare OK 


The files are identical 


Can't find/open file: filename 


The file does not exist on the target 


Files are different sizes 


The files are different sizes 


Compare error at OFFSET 7DCA 
filel = 39 
file2 = 38 


The files are the same size but have different 
content. The line number which is different is 
followed by the content, in ASCII, that is different. 



Comparing S:\filel 
Files compare OK 


and 


T 


\filel. . . 


Comparing S:\file2 
Files compare OK 


and 


T 


\file2. . . 


Comparing S:\file3 
Files compare OK 


and 


T 


\file3. . . 


Comparing S:\file4 
Files compare OK 


and 


T 


\file4. . . 



Again, you will see that all of the files are reported as the same. 
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Storage Mirroring verification 

I. From your client machine, right-click the connection on the right pane of the Management Console and select Verify. 
You will see two choices on the Start Verification dialog box. 



Start Verification 



Verification compares Source files to the Target copy. 
f~" Verify only [ writes verify report ) 

(* Remirror files to the Target automatically 

\~ Only if Source file is newer than Target copy 

I? Use block checksum comparison/delta block transfer 













Cancel 









♦ Verify Only — This option performs the verification process by comparing the date, time and size of each file and 
generates a verification report identifying the files that are not synchronized. 

♦ Remirror Files to the Target automatically — This options performs the verification process by the comparison 
method specified, generates a verfication rerport, and then remirrors those files from the source to the target that 
are not synchronized. For complete details on the remirror comparison options, see the Storage Mirroring User's 
Guide. 

Select Verify Only and click OK. 

Just like when you were monitoring the mirror earlier, you can now monitor the verification process. Notice that the 
Mirror Status column changes to Verifying while the verification process occurs. When the verification is complete, 
Storage Mirroring will have created a log file for you to review. 



View the status of your verification process 

\ 



■rf Management Console 












File View Monitor Insert Tools 


Help 










J<U □ a. Q \ m m © 


a I & a ^ « & m | ? 


\ 


saturn: Source & Target 




- Management Console 




let IP | Target 5tatus 


Transmit Mode 


Mirror Status Replication Status 


| 5ent (Bytes) 


M ^ mars 

m-O (C: -FAT32) 
S O (D: -NTF5) 
S-HI EvalRepSet 




.0.... Ok 


Started 


Verifying Idle 


272,684,197 



3. Wait until your Mirror Status has returned to idle and then open the file DTVerif y . log located in the Storage 
Mirroring installation directory on your source. You will see that all of the files are reported as the same. 



Completion Time: 2/7/02 17:04:38:271766 
Elapsed Time: 121.689167 seconds 



Total 


Directories Compared: 


28 


Total 


Directories Missing: 


0 


Total 


Files Compared: 


2567 


Total 


Files Missing: 


0 


Total 


Files Different: 


0 


Total 


Files Encrypted: 


0 


Total 


Bytes Skipped: 


43685920 


Total 


Bytes Compared: 


43685920 


Total 


Bytes Missing: 


0 


Total 


Bytes Different: 


0 



END OF VERIFICATION 
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4. Modify one of your files on the target and repeat the verification process, but this time, select Remirror Files to the 
Target Automatically. 



NOTE: Since your target file is newer, make sure that Only if Source file is newer than Target copy is disabled. 



5. Using the visual or third-part verification, confirm the synchronization of the file on the target. 



NOTE: The remaining sections of this evaluation cover failover, failback, and restore. These processes are used for 
high availability configurations. These sections are optional, although you are encouraged to step through the 
procedures. 



Configuring failover 

When you were looking at the advanced options in the Connection Manager, you noticed a Failover tab allowing you to 
configure failure monitoring. For this section we are going to use the Failover Control Center so that you can see all of the 
options and get a feel for how flexible the configuration options are and how easy it is to set up and monitor a source machine. 

I. From your client machine, open the Failover Control Center (from the desktop, select Start, Programs, Storage 

Mirroring, Failover Control Center or from within the Connection Manager, select Tools, Failover Control Center). 



NOTE: For detailed information on the Failover Control Center display, see the Storage Mirroring User's Guide. 



2. Select your target from the Target Machine list box. 



NOTE: You may need to log on to your target machine using your Storage Mirroring administrator user name and 
password. 

If the target you need is not listed, click Add Target, and manually enter a name or select the Browse 
button to search for a target machine name. 



3. Select the source machine to monitor by clicking Add Monitor. The Insert Source Machine dialog box appears. 

4. Type in your source machine name and click OK. The Monitor Settings dialog box appears. This is where you set your 
monitoring configuration. 

5. Select the source to be monitored by marking the check box to the left of the source server name in the Names to 
Monitor tree. 

At this point, in terms of your evaluation, your failover configuration is complete because you will be using the default settings. 
But while you are viewing the Monitor Settings dialog box, notice the flexible configuration options available to you. The 
following diagram points out the key features of the Monitor Settings dialog box. Check the Storage Mirroring User's Guide 
for complete details. 
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Source machine and 
its IP addresses. Some 
of the failover settings 
are source specific 
and some can be set 
individually for each 
IP address on the 
source. 



Settings to configure 
the length of time 
before failover occurs 

\ 



Target machine information including 
the NIC which will assume the failover 
traffic and the IP addresses assigned 
to that NIC. 



Monitor Settings -MARS 



Mames to Monitor: 



ill 



ITarget Adapter: 



B-EUU SATURN 

EIW 200.100.10.51 



Multiple settings 
allow you to 
determine when 
and how failover 
will occur 




[3] 3Com EtherLink XL 10/100 PCI For Complete PC Management NIC (3C!_^J 

g j . t . L . IT — "T7 Current IP Addressfes): 
Monitor Interval: 



Missed Packets: 



Failover Trigger 



r 



200.100.20. 53 



( 0 IP Placeholders ) 



All Monitored IP Addresses Fail 
C One Monitored IP Address Fails 



Failover Method — 
(* Add Source Identity to Target 
C Replace Target Identity with Source 



Items to Failover — 
F IPAddress(es) 
C Monitored 
(S* All 
W Server Name 

Share(s) 




F Manual Intervention 

W Use .SHR Share Mapping File (I 
Available] 



Active Directory: 
I - Failover Hostname 
I Fallback Hostname 



Scripts. 



Account... 



/ 



Allows you to insert other machines 
or specify an IP address instead of 
a machine name 



\ 



OK 



Cancel 



Active Directory configuration 



Scripting allows you to automate 
processes and make failover and 
failback seamless 



User intervention 
if you need more 
control over the 
failover process 



Share failover, if 
desired 



6. After you are done reviewing the different settings, click OK to initiate monitoring. 
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Monitoring failover 



Now that failover monitoring is configured and started, you will need to know if and when there is a problem. Since it can be 
essential to quickly know the status of your machines, Storage Mirroring offers various methods for monitoring the status of 
failover. When the Failover Control Center is running, you will see four visual indicators: 

The Failover Control Center Time to Fail counter 



The Failover Control Center status bar located at the bottom of the window 

The Failover Control Center colored bullets to the left of each IP address and source machine 

The Windows desktop icon tray containing a failover icon 



Colored Bullets 
4 



Time to Fail Counter 
1 



My Computer 



Network 
NeiyhUuihuuiJ 



|4r Failover Control Center 



Fl|e Monitor Settings Help 
Target Machine: 



Failover 
Control Center 




j Start | "r\ Failover Cc 



Status Bar 



^ 11:19AM 

Windows Desktop Icon Tray 



NOTE: You can minimize the Failover Control Center and, although it will not appear in your Windows taskbar, it will 
still be active and the failover icon will still appear in the desktop icon tray. 



The Failover Control Center does not have to be running for failover to occur. 
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Initiating a failure 

If you want to continue with the remaining portions of this evaluation, failback and restore, then you will need to initiate a 
failure of your source machine. The first few steps of the following procedure will be used as a comparison for after the failover 
has occurred and then the last steps prepare for the restoration process. 

1. Verify that you can view testshare on your source. 

2. Ping the source's IP address from your client machine. 

3. Ping the source's machine name from your client machine. 

4. The Failover Control Center does not have to be running in order for failover to occur. For the purpose of this 
evaluation, make sure that it is running so that you can see each step of the process. 

5. Disconnect the network cable on the source. Notice immediately, that the Failover Control Center Time to Fail counter 
decreases and never resets. You will see the icons change to yellow and eventually to red. Once the icons are red and 
the Failed Over message is displayed, failover has occurred. 



NOTE: The Windows NT Event Viewer on the target provides details on the actual steps that have occurred 
during failover. 



6. Again at your client machine, verify that you can still view testshare. 



NOTE: Shares may take a few minutes to failover. If they are not immediately available, wait for several minutes 
and then retry this step. 



7. Ping the source's IP address from your client machine. 

8. Ping the source's machine name from your client machine. 

As you can see, the target has taken on the identify of the source. Application and user requests destined for the source are 
routed directly to the target. The impact on your end users is minimal. 

While your source is failed over to your target, end users were continuing to work without interruption and the data on the 
target was being updated. After failback, your data on the source is out-of-date. You will want to restore the newer data from 
the target so that the two machines will again be synchronized. 

To test the restoration, you need to simulate the changes that the end users would have made on the target while the source 
was unavailable. 

9. Like you did earlier, edit the same file, but this time on the target, that you viewed in step 5 under Changing the test data 
to cause replication. Save your changes. 

10. Modify the other three files, on the target, from step 4 so that the date, time, and/or size is updated. 
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Performing fallback 



If this was a real-world scenario, you would have the opportunity to fix the problems on the source, without downtime for 
your end users because the target is standing in for the failed server. When you have resolved the problems on the source, 
you are ready to perform failback. Failback reverts the target back to its original identity so that the source can be brought 
online. 

I. Before bringing your source machine back online, you will need to disconnect your existing conection. This step is in 
preparation for the restoration that will be performed in the next section. Open the Storage Mirroring Management 
Console on the source, login to the source server, right-click the connection, and select Disconnect. 



Management Console 



njxj 



File 


View Monitor 


Insert Tools Help 








□ a. a 











saturn: Source & Target 
- (3' Management Console 

I|§1 mars 

(C: - FAT32) 
+ _) (D: - NTFS) 
ffl- 1|| Eval Rep Set 




W . _l 

Source / Target / 



Ready 



2. Now, from the Failover Control Center on your client machine, select the target machine that is standing in for the 
failed source. 

3. Highlight the failed source and click Failback. 



L Failover Control Center 



File Monitor Settings Help 
Target Machine: 



| mars 

Monitored Machines/Names: 



EH • M I 



IP 200.100.10.51 "Failed Over' 



injxj 



"3J AddlargeL. | 
Login 



Add Monitor.. 



Remove Monitor 



Edit Monitor.. 



Jpdate Shares 



Failover 



Failback 
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4. You will be prompted to determine if you want the target to continue monitoring the source. Select Stop. 



Fallback Complete 



Click Continue to restart monitoring of this machine after it is fully online. 
Click Stop to discontinue monitoring. 



Continue 



Stop 



5. Reconnect your network cable on the source machine. 

Failback is now complete. If you would like you can repeat the share and ping steps from the previous section to verify that 
your source and target servers have reverted back to their original identities. 
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Restoring data 

These steps walk you through restoring the newer data from the target so that the source and target are again synchronized. 
Before beginning the restoration, you will delete one of the files on the source to confirm the restoration process. 

1 . Delete one of your test files from your source. 

2. Open the Management Console on your client machine and double-click your target machine to log in. 

3. Select Tools, Restoration Manager. 



Restoration Manager 



Servers 



| Orphans | 



P^i Edit Original Source, select From and To servers and Replication Set, adjust 
.^xr Source Path to identify where the files are to be restored, and select desired 




options. 



Jsi Original Source: 



Restore From: 



| saturn 




mars 


d 


l] Replication Set: 




Restore To: 




| Eval Rep Set 


d 


saturn 


W Use Backup Replication Set 








W Restore Replication Set 










'Restore To' Server Path [Source] 


1 'Restore From' Server Path fTarqet] 




CAtestdata 


CAtestdata 





[7 Overwrite existing files during restore 

V Only if backup copy is more recent 
W Use block checksum comparison/delta block transfer 





Be tore 




Cancel 




Help 



4. Select the Original Source machine. This is your source machine where the data originally resided. 

5. Select the Restore From machine. This is the target machine where the backup data is stored. 

6. Select the Restore To machine. This is the machine where the backup data will be sent. 

7. Replication Set contains the replication set information stored on the target machine (the machine in Restore From). 
Select your replication set. 

8. The Source Path and Target Path will automatically be populated when the replication set is selected. Storage 
Mirroring will allow the data to be placed in a location other than the original, but by default, and for the purposes of this 
evaluation, restore the data to the same location it came from. 

9. For this evaluation, use the default restoration conditionals. For detailed information on the different options, see the 
Storage Mirroring User's Guide. 

10. Click Restore to begin the restoration. 



NOTE: It is important to note that you should not let users access the source or target servers during the 

restoration process. The restoration process is similar to the original connection process, except that only 
mirroring is activated. Therefore, the data must not be changing on the target during the restore. Changes 
made to files on the target during the restore will not be transmitted back to the source. Additionally, files 
that are in use on the source may prevent the restore from updating those files. 
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Monitor the verification process as you did the mirror and verification. Notice that the Mirror Status column changes to 
Restoring while the restoration process occurs. 



View the status of your restoration process 
\ 



Management Console 



■Jnl*J 



File View Monitor Insert Tools Help 
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j Management Console 

■■■ (Hi mars 

EI-CT (C: - FAT32) 
(D: - NTFS) 
5| Eval Rep Set 



jet IP Target status Transmit Mode Mirror Status Replication status Sent (Bytes) 



Ok 



Started 



Restoring 



Ready 



110,044,682 



When the restoration is complete, the connection will automatically disconnect. After the restoration connection is 
disconnected, your source and target machines are synchronized. Confirm that the file you deleted has been re-created by the 
restoration. 

Users can access the source machine and you can, if desired, continue to protect your source by simplying reconnecting the 
existing replication set on your source to the target. 



4 - 19 



5 ► Conclusion 



After you have evaluated the benefits of powerful data protection software from HP, you can explore other ways to enhance 
and optimize your enterprise solution. Engage HP Sales and Training to help you realize your full potential. HP delivers a 
comprehensive portfolio of services that help you assess, design, plan, and implement effective data availability and disaster 
recovery solutions. These solutions help you avoid costly data loss and downtime. 

If you have questions on Storage Mirroring, including pricing and product features, call HP Sales or Customer Support. 



5 - I 



